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“data as the new oil”

T—RAUv—(GAFA)4tL DI FAZA(S
2010 FEKATHCHRBEAYY—(THYVE-LI,
O4¥IL-4vF-21)l, BP, 917“u>>’a'—¢1i(,\7':

* Clive Humby, UK Mathemetician and architect of Tesco’s
Clubcard, 2006 (widely credited as the first to coin the
phrase): “Data is the new oil. It’s valuable, but if unrefined it
cannot really be used. It has to be changed into gas, plastic,
chemicals, etc to create a valuable entity that drives
profitable activity, so must data be broken down, analyzed
for it to have value.”

* Meglena Kuneva, European Consumer
Commissioner, 2009: “Personal data is the new oil of the

internet and the new currency of the digital world.”


http://ana.blogs.com/maestros/2006/11/data_is_the_new.html
http://europa.eu/rapid/press-release_SPEECH-09-156_en.htm

World Economic Forum (2011)

Building the legal, cultural, technological
and economic infrastructure to enable the
development of a balanced personal data
ecosystem 1s vitally important to
improving the state of the world.

http://www.weforum.org/reports/personal-data-emergence-new-asset-class



“Exploring the Economics of Personal Data,”
OECD Digital Economy Papers (2013)



GAFA and BAT



A datacenter of facebook

VLDB 2013 Keynotes
“Data Infrastructure at Web Scale”
Jay Parikh, VP of Infrastructure Engineering, Facebook
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A IRETEITATOERICEBENLBEEETS 25,

c ERFBIGEEoNZEHFEFET L END4%HBME2,0005 1—-0D LNV N hH

mL\ji’éJ:BEthEjtﬁr&ﬁllﬁé(at HO-NIEEDEEICTOoRITEZLL
DIER RGBTV TA—AAY MEE

FU— T —RERBIAR, ZUTUERAESORE T &EICONT
EEEA | RRARFARFRERFREFEARR. BRAEKREHARAAEE
201654 H 158 208555773 B21E
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LI-IM

any information relating to an identified or identifiable

individual (data subject)
2013 OECD Privacy Guidelines

any information relating to an 1dentified or 1dentifiable natural
person ('data subject'); an 1dentifiable natural person 1s one
who can be 1dentified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental,
economic, cultural or social 1dentity of that natural person;

EU GDPR



Difficulties in Conceptualization of
Personal Data

Distinguishing between personal and non-
personal data 1s becoming increasingly difficult.

2013 OECD Privacy Guidelines

personal information rarely belongs to just one
individual; 1t 1s often formed 1n relationships with
others.

the problem with the current theories of privacy 1s the
method of conceptualizing. The theories fail on their
own terms --- they never achieves the goal of finding
the common denominator, ...

Daniel J. Solove “Understanding Privacy”, Harvard University Press, 2010.



John Locke’s conception of property as the fruit of
labor and as an extension of the self has formed the
backbone of intellectual-property law, ...

Extending property concepts to personal information,
however, has difficulties.

A claim of privacy 1s not the same as a claim of
ownership.

Daniel J. Solove
“Understanding Privacy”,
Harvard University Press, 2010.
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Differential Privacy (DP)

* Output of an algorithm should not be
significantly affected by individual’s data

D I
4 T
—— :
_ : .
|
D'=D u{d},
W
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d |

D and D’ : neighboring databases
A : an algorithm
T : the range of A



DP: Two extreme cases
* No Protection of Privacy: Full Utility

D}_,t

-

 Full Protection of Privacy: No Utility

77




DP: Two extreme cases
* No Protection of Privacy: Full Utility

D}_,t

-

 Full Protection of Privacy: No Utility

77




* Modest Protection of Privacy: Modest Utility

?!




Balance of Protection and Utility

Utility




g-Differential Privacy

* QOutput of an algorithm should not be significantly
affected by individual’s data
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for any datasets D and D’ that differ on one element, we
have

PrIA(D) €T] _

VT C Range(A) : PAD) €T] = ¢










g/ -V FIViEHR



(DATEREE

X, T E ) N DEEF D

i

*

o TIANVICEL B SR T =Y R ET
> RV B A)EOE — Hlim, 1)
> AR—U T L — AR EE
> B — FH
> BOBE RS — SREGE
> B[RS — i
> EEDOMWNDIFEIREZNZ[E U SPricvne 5

— 28, BEO[IES




ELILI NN EBER» BRI

150/ AD 157 HICHE A EAL I LT
BaEyr—5

PERTER G 12 D W IR & Bl iR
AfE D (KX, )T — 2 29> 595% D
A ZFETE 7. “If individual’s
patterns are unique enough, outside
information can be used to link the
data back to an individual.”

Y.-A. de Montjoye, C. A. Hidalgo, M. Verleysen, and V. D. Blondel,
“Unique in the Crowd: The privacy bounds of human mobility,”
Scientific Reports, vol. 3, no. 1, p. 1376, Mar. 2013, doi:
10.1038/srep01376.
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https://doi.org/10.1038/srep01376

The mechanism to satisfy geo-graph-indistinguishability : GEM

graph-exponential mechanism (GEM)

True location

P

e o is normalization factor 1€ 0

<&High Low—>

B Graph-exponential mechanism (GEM) satisfies e-geo-graph-

indistinguishability




Experiments on Real Road Networks

high Tokyo _
M |In the same privacy level,

GE achieves lower SQL (high utility)
Low utility because GE considers the graph shape and does

High utility not cause insufficiency 2

Utility loss

B The difference is larger in Akita graph
low because the difference of the shortest distance

and Euclid distance is larger

-

x
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